
  

Linux speedrun: Linux speedrun: systemd
 

Getting (almost) everything out of systemd

Michael BoelenMichael Boelen
michael@nluug$ systemd-analyze calendar "2025-11-20"
  Original form: 2025-11-20
Normalized form: 2025-11-20 00:00:00
    Next elapse: never

michael@nluug$ systemd-analyze timestamp "now"
  Original form: 2025-11-20 11:00
Normalized form: Thu 2025-11-20 11:00:00 CET
       (in UTC): Thu 2025-11-20 10:00:00 UTC
   UNIX seconds: @1763632800
       From now: 38us ago

michael@nluug$ systemd-analyze timespan "45m"
Original: 45m
      μs: 2700000000
   Human: 45min



$ whoami
Michael Boelen

 Blogger
▪ Linux Audit 
▪ linux.vooreenbeginner.nl
▪ Linux Lorem (videos)
▪ meereco.nl

 Interests
▪ Linux and Unix 🐧 🦕
▪ Information Security 🔒
▪ Chess ♟️
▪ Metal detecting 🪙
▪ MeshCore
▪ Video editing

 Open source developer
▪ rkhunter / Lynis

 Volunteer
▪ Communication Commission @  NLLGG 
▪ Webmaster @  NLUUG 
▪ Participation council (primary school)
▪ Neighborhood watch program

 More at michaelboelen.com
 Mastodon: @mboelen (mastodon.nl and mastodon.social)

https://linux-audit.com/
https://linux.vooreenbeginner.nl/
https://linuxlorem.com/
https://meereco.nl/
https://michaelboelen.com/


Let's learn something
Spelling

 Correct: systemd
 Incorrect: all others



Let's learn something
Releases

 First: 1 (2010)
 Latest: 258

Question: Where are releases 45-182?
Answer:



FAQ
 ❓ Question? At the end (or after the talk)

 🤯 Got an insight? Do share!
▪ Mastodon: include @nluug (and me @mboelen)
▪ Use the hashtag: #nluug

 👨🏻‍🏫 Slides? Yes, will be published (speedrun series)
▪ Links to useful resources
▪ Cheat sheets
▪ Bonus levels!



Goals today
  🎯 Maximize coverage of systemd (in <45 minutes)
  🎓 Learn what's possible
  🍒 Cherry pick the things interesting to you

Ready? Let's play!

Before we begin



  

Level 1: It's-A Me, systemd!Level 1: It's-A Me, systemd!



What is systemd?

It's a:
 System manager
 Service manager

                                +
  = Two managers 👨🏻‍💼👨🏻‍💼



What is systemd?

System manager
 PID 1
 Started by the kernel (init)
 Controls system state

▪ Start
▪ Shutdown
▪ Hibernate
▪ Reboot

 Provides additional system building blocks
▪ journald (event log)
▪ logind (login session manager)
▪ udevd (hardware and kernel events)
▪ and more...



What is systemd?

Service manager
 Same thing: PID 1
 Deals with services
 Provides more structure
 Increased speed

▪ Parallelization
▪ Smart(er) dependencies

 A new best friend: systemctl



systemd version?
systemctl --version

 systemd 249 (249.11-0ubuntu3.16)
+PAM +AUDIT +SELINUX +APPARMOR +IMA +SMACK +SECCOMP +GCRYPT +GNUTLS +OPENSSL 
+ACL +BLKID +CURL +ELFUTILS +FIDO2 +IDN2 -IDN +IPTC +KMOD +LIBCRYPTSETUP +LIBFDISK 
+PCRE2 -PWQUALITY -P11KIT -QRENCODE +BZIP2 +LZ4 +XZ +ZLIB +ZSTD -XKBCOMMON +UTMP 
+SYSVINIT default-hierarchy=unified

 systemd 252 (252.39-1~deb12u1)
+PAM +AUDIT +SELINUX +APPARMOR +IMA +SMACK +SECCOMP +GCRYPT -GNUTLS +OPENSSL 
+ACL +BLKID +CURL +ELFUTILS +FIDO2 +IDN2 -IDN +IPTC +KMOD +LIBCRYPTSETUP +LIBFDISK 
+PCRE2 -PWQUALITY +P11KIT +QRENCODE +TPM2 +BZIP2 +LZ4 +XZ +ZLIB +ZSTD -
BPF_FRAMEWORK -XKBCOMMON +UTMP +SYSVINIT default-hierarchy=unified

 systemd 258 (258.1-1-arch)
+PAM +AUDIT -SELINUX +APPARMOR -IMA +IPE +SMACK +SECCOMP +GCRYPT +GNUTLS 
+OPENSSL +ACL +BLKID +CURL +ELFUTILS +FIDO2 +IDN2 -IDN +IPTC +KMOD +LIBCRYPTSETUP 
+LIBCRYPTSETUP_PLUGINS +LIBFDISK +PCRE2 +PWQUALITY +P11KIT +QRENCODE +TPM2 
+BZIP2 +LZ4 +XZ +ZLIB +ZSTD +BPF_FRAMEWORK +BTF +XKBCOMMON +UTMP -SYSVINIT 
+LIBARCHIVE



Is systemd a monolithic beast?
Not in file size

$ file /bin/init
/bin/init: symbolic link to ../lib/systemd/systemd

$ file /lib/systemd/systemd
/lib/systemd/systemd: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV), dynamically linked, 
interpreter /lib64/ld-linux-x86-64.so.2, BuildID[sha1]=dad1165775a2eff463ca99f0e763d05572a97904, for 
GNU/Linux 4.4.0, stripped

$ stat /lib/systemd/systemd
  File: /lib/systemd/systemd
  Size: 137400    Blocks: 272        IO Block: 4096   regular file
Device: 0,29 Inode: 450985      Links: 1
Access: (0755/-rwxr-xr-x)  Uid: (    0/    root)   Gid: (    0/    root)
Access: 2025-11-14 18:48:44.000000000 +0100
Modify: 2025-11-10 10:11:12.000000000 +0100
Change: 2025-11-14 18:48:44.675129521 +0100
 Birth: 2025-11-14 18:48:44.675129521 +0100



Is systemd a monolithic beast?
In binaries then?
Nope



Is systemd a monolithic beast?
In functionality?
Maybe

But is it really a problem? Probably not

Up to the next level!



  

Level 2: UnitsLevel 2: Units



systemd units
Everything is a unit!

 Goals
 Service definitions
 File systems and paths
 Tasks
 Resource groups



systemd units
What units does my system have?

 systemctl list-units # show if service is active and description
 systemctl list-units "*net*" # restrict to units like network
 systemctl list-units "*timer" # all timers or other unit types
 systemctl list-unit-files # show enabled state and preset



systemd units and location
Where are they stored?

 systemctl show -p UnitPath --value
 systemctl --user show -p UnitPath --value

There is an easier way...



systemd units and location
systemd-analyze unit-paths

Tip: usually you will be using 
/etc/systemd/systemd

systemd-analyze unit-files 

Tip: supports regular expressions



systemd unit types
It's all about units!

 service
 timer
 mount
 automount
 device
 path
 scope
 socket
 swap
 target
 slice



 Goal
▪ Processes
▪ Single execution or longer period
▪ Can be triggered by other unit types

 Which ones?
▪ systemctl --type=service
▪ systemctl list-units "*service"

 Interact
▪ systemctl (start|stop|restart) NAME.service
▪ systemctl status NAME.service
▪ systemctl cat NAME.service

systemd services



 Goal
▪ A state to achieve

 Which ones?
▪ systemctl --type=target
▪ systemctl get-default

 graphical
▪ systemctl set-default multi-user
▪ systemctl isolate multi-user (← run on test system first)

systemd targets



systemd timers
 Goal

▪ Scheduled task
▪ Fine-grained cron
▪ Monotonic

 Run after time span (boot, service up)
 Show available timers

▪ systemctl list-timers
▪ systemctl list-timers --all



 Mount
▪ Mounts a file system

 Automount
▪ Mount a path upon usage
▪ Requires a mount unit with same name

systemd mount and automount



 Goal
▪ Monitors a file path
▪ Can trigger a service, useful for event-driven actions

 Example
1) [Unit]
2) Description=Monitor nginx virtual host configuration and certificates
3) [Path]
4) PathModified=/path/to/nginx
5) PathModified=/path/to/nginx/virtual-hosts
6) PathModified=/path/to/nginx/certificates
7) Unit=monitor-nginx-configuration-changes-and-reload.service
8) [Install]
9) WantedBy=multi-user.target

systemd paths



systemd slices
 What are slices?

▪ Group of processes
▪ Allows settings resource limits, like:

 CPU
 Memory
 Tasks
 Block I/O

▪ Uses Linux Control Group (cgroup)
 cgroup v2
 Support cgroup v1 removed in 258



  

Level 3: systemctlLevel 3: systemctl



systemctl
 Basic management

▪ systemctl cmd MYAPP.service
 start | stop | restart | reload | reload-or-restart | try-reload-or-restart
 enable | disable | mask | unmask

 Information
▪ systemctl cmd MYAPP.service

 list-dependencies
 status
 show

 Unit configuration
▪ systemctl cmd MYAPP.service

 cat | edit



systemctl service information
systemctl status sshd.service



systemctl service information
systemctl cat sshd.service



systemctl service information
systemctl list-dependencies sshd.service



systemctl service information
systemctl show sshd.service



Customizing systemd services
 Override

▪ Complements initial configuration
▪ Default name: override.conf

 How?
▪ systemctl edit --full APP.service
▪ systemctl edit APP.service
▪ File: /usr/lib/systemd/system/APP.service.d/*.conf
▪ File: /etc/systemd/system/APP.service.d/*.conf



Customizing systemd services
### Editing /etc/systemd/system/sshd.service.d/override.conf
### Anything between here and the comment below will become the contents of the drop-in file

TYPE SMART THINGS HERE!!!11!

### Edits below this comment will be discarded

STUPID THINGS CAN GO OVER HERE (^ read the line above)

### /usr/lib/systemd/system/sshd.service
# [Unit]
# After=network.target sshdgenkeys.service
# Before=ssh-access.target
# Description=OpenSSH Daemon
# Documentation=man:sshd(8) man:sshd_config(5)
# Wants=sshdgenkeys.service ssh-access.target
#
# [Service]
# Type=notify-reload
# ExecStart=/usr/bin/sshd -D
# KillMode=process
# Restart=always
#
# [Install]
# WantedBy=multi-user.target



Customizing systemd services
### Editing /etc/systemd/system/sshd.service.d/override.conf
### Anything between here and the comment below will become the contents of the drop-in file

[Service]
IPAccounting=yes

### Edits below this comment will be discarded

### /usr/lib/systemd/system/sshd.service
# [Unit]
# After=network.target sshdgenkeys.service
# Before=ssh-access.target
# Description=OpenSSH Daemon
# Documentation=man:sshd(8) man:sshd_config(5)
# Wants=sshdgenkeys.service ssh-access.target
#
# [Service]
# Type=notify-reload
# ExecStart=/usr/bin/sshd -D
# KillMode=process
# Restart=always
#
# [Install]
# WantedBy=multi-user.target



Customizing systemd services
Then what?

 Reload the configuration
▪ Use: systemctl daemon-reload
▪ Do NOT use: systemctl reload

 Restart your service
▪ systemctl restart UNIT.service



  

Level 4: LoggingLevel 4: Logging



Journals
Migration from syslog to journals

 Text to binary format
▪ We gain meta data
▪ More speed (when used correctly)

 Your new friend: journalctl



journalctl
Retrieve information

 journalctl --disk-usage
 journalctl --verify



journalctl
Useful flags and filters

 -e = go to the end (of the pager)
 -x = show more details or help when available
 -f = follow, like tail -f
 --no-pager



journalctl
Limit output

 -n 10 = last 10 lines
 -u UNIT = show output of unit
 --since "today"
 --since="2025-11-01" --until="2025-11-08"

More useful flags and filters, like searching?
→ journalctl cheat sheet

https://linux-audit.com/cheat-sheets/journalctl/


  

Level 5: Control ToolsLevel 5: Control Tools



bootctl
Show boot related information

 TPM2 support
 EFI details
 Secure boot support
 Boot loader



busctl
Write or retrieve D-Bus information

 Services available on the bus (D-Bus)
 Status

▪ busctl status org.freedesktop.resolve1
 Not for typical usage or system administration



coredumpctl
Useful for troubleshooting

 Subcommands
▪ debug: start gdb on last coredump
▪ info: show details for a specified entry
▪ list: show entries for a provided EXE path



hostnamectl
Basic system details

 Hostname
 Hardware
 Virtualization
 Kernel
 Linux distribution
 Firmware



loginctl
Useful for system management

 Looks like who
 Can show, kill, lock sessions
 Enable lingering!

▪ Run user services without active session



resolvectl
Useful for system management

 DNS configuration
 Active resolver



timedatectl
Time synchronization



userdbctl
Useful for system management

 /etc/passwd++?



More commands
Other commands available

 Depends on systemd version
 See overview:

systemd commands

https://linux-audit.com/systemd/commands/


  

Level 6: Security and Service HardeningLevel 6: Security and Service Hardening



systemd uses seccomp
 seccomp

▪ Secure Computing
▪ Defines which system calls are allowed
▪ Policy: continue or instant kill 🔫
▪ Great for sandboxing
▪ Also used by Flatpak, snap, and others

 systemd + seccomp = 🔒
▪ systemd-nspawn (containers)
▪ service units

 



systemd-analyze security
Built-in security audit



systemd service properties
 Security options for units

▪ 40+ properties (and counting)
▪ Most are for sandboxing
▪ Available in official documentation, but...

 Technical 🤓
 Difficult  🤐
 Lack of examples 🤔



systemd service properties
Overview:
systemd unit settings

https://linux-audit.com/systemd/settings/units/


systemd security hardening



systemd security hardening
Be aware after enabling new settings:  🔥 Errors  🔥



systemd security hardening
Troubleshooting security hardening issues

 Generic tips
▪ Apply in small steps 🪜
▪  ✅ systemctl status myapplication.service
▪  ✅ journalctl -u myapplication.service
▪  ✅ systemd-analyze unit-shell UNIT.service ls

 Capabilities and system calls
▪ Use ldd and strace
▪ Use property SystemCallLog

 SystemCallLog=~@system-service chroot



  

Level 7: Health Monitoring, Recovery, StatisticsLevel 7: Health Monitoring, Recovery, Statistics



systemd-analyze
Timing options

▪ Default option: time
▪ More detailed:

 blame
 critical-chain



 Monitoring
▪ systemctl list-units --state=failed
▪ systemctl is-failed UNIT

 response: failed
▪ systemctl reset-failed [UNIT]

systemd failed units



Example: 
1) × monitor-nginx-configuration-changes-and-reload.path - Monitor virtual host 

configuration of Nginx
2)      Loaded: loaded (/etc/systemd/system/monitor-nginx-configuration-changes-

and-reload.path; enabled; preset: enabled)
3)      Active: failed (Result: unit-start-limit-hit) since Tue 2023-03-11 10:30:48 

UTC; 8 months 1 day ago
4)    Duration: 10month 5d 7h 36min 18.847s
5)    Triggers: ● monitor-nginx-configuration-changes-and-reload.service
6)
7) May 05 17:54:29 hostname systemd[1]: Started monitor-nginx-configuration-

changes-and-reload.path - Monitor virtual host configuration of Nginx.
8) Mar 11 10:30:48 hostname systemd[1]: monitor-nginx-configuration-changes-

and-reload.path: Failed with result 'unit-start-limit-hit'.

systemd failed units



Self-healing services
 Configuration options

▪ Restart
 always | on-success  | on-failure | on-abnormal | on-abort | on-watchdog

▪ RestartSec
▪ StartLimit* configuration

 Example
1) Restart=on-failure # only restart on failure
2) RestartSec=5 # wait five seconds before doing a restart
3) StartLimitBurst=3 # maximum of three restarts during 60s period (below)
4) StartLimitIntervalSec=60 # set interval time for recovery

systemd failed units



Monitoring
Use accounting of services

 IOAccounting
 IPAccounting
 MemoryAccounting
 TasksAccounting



Monitoring
 systemd-cgls
 systemd-cgtop

systemd cgroup / slices



  

SummarySummary



It's a lot

Management summary



  

Thanks for playing!Thanks for playing!

Slides available at michaelboelen.com

Want more in-depth videos about this subject?
Coming soon: @LinuxLorem (YouTube)

https://michaelboelen.com/presentations/
https://www.youtube.com/@LinuxLorem


  

Bonus levelsBonus levels



run0
It's like sudo

 run0 CMD



Commands: systemd-*
Most you won't need daily, but some can be very handy

 systemd-ac-power                         (Report whether we are connected to an external power source)
 systemd-analyze                                                     (Analyze and debug system manager)
 systemd-ask-password                                            (Query the user for a system password)
 systemd-cat                                  (Connect a pipeline or program's output with the journal)
 systemd-cgls                                                 (Recursively show control group contents)
 systemd-cgtop                                        (Show top control groups by their resource usage)
 systemd-confext                                                    (Activates System Extension Images)
 systemd-creds                                (Lists, shows, encrypts and decrypts service credentials)
 systemd-cryptenroll             (Enroll PKCS#11, FIDO2, TPM2 token/devices to LUKS2 encrypted volumes)
 systemd-cryptsetup                                                        (Full disk decryption logic)
 systemd-delta                                                    (Find overridden configuration files)
 systemd-detect-virt                                    (Detect execution in a virtualized environment)
 systemd-dissect                                              (Dissect Discoverable Disk Images (DDIs))
 systemd-escape                                        (Escape strings for usage in systemd unit names)
 systemd-firstboot        (Initialize basic system settings on or before the first boot-up of a system)
 systemd-home-fallback-shell                                                             (command link)
 systemd-hwdb                                                       (Hardware database management tool)
 systemd-id128                                                  (Generate and print sd-128 identifiers)
 systemd-inhibit                                      (Execute a program with an inhibition lock taken)
 systemd-machine-id-setup                                (Initialize the machine ID in /etc/machine-id)
 systemd-mount                             (Establish and destroy transient mount or auto-mount points)



Commands: systemd-* (cont.)

 systemd-notify      (Notify service manager about start-up completion and other daemon status changes)
 systemd-nspawn                                      (Spawn a command or OS in a lightweight container)
 systemd-path                                                    (List and query system and user paths)
 systemd-pty-forward                   (Run a command with a custom terminal background color or title)
 systemd-repart                (Automatically grow and add partitions, and generate disk images (DDIs))
 systemd-resolve                                                                         (command link)
 systemd-run  (Run programs in transient scope units, service units, or path-, socket-, or timer-tr...)
 systemd-socket-activate                                            (Test socket activation of daemons)
 systemd-stdio-bridge                                                                     (D-Bus proxy)
 systemd-sysext                                                     (Activates System Extension Images)
 systemd-sysusers                                                    (Allocate system users and groups)
 systemd-tmpfiles                                  (Create, delete, and clean up files and directories)
 systemd-tty-ask-password-agent                     (List or process pending systemd password requests)
 systemd-umount                            (Establish and destroy transient mount or auto-mount points)
 systemd-vmspawn                                                     (Spawn an OS in a virtual machine)
 systemd-vpick                                           (Resolve paths to ".v/" versioned directories)



systemd-analyze
A swiss-army toolkit for systemd

 architectures                                         (List known CPU architectures)
 blame                          (Print list of running units ordered by time to init)
 calendar  (Normalize repetitive calendar events and calculate when they elapse next)
 capability                    (List Linux capabilities along with their numeric IDs)
 cat-config                                          (Show contents of a config file)
 compare-versions                                       (Compare two version strings)
 condition                                (Evaluate Condition and Assert assignments)
 critical-chain                    (Print a tree of the time critical chain of units)
 dot                                       (Output dependency graph in dot(1) format)
 dump                                          (Output serialization of server state)
 exit-status                              (List exit statuses along with their class)
 fdstore                      (List contents of service unit's file descriptor store)
 filesystems                                                       (List filesystems)
 has-tpm2                                                       (Report TPM2 support)
 image-policy                                           (Analyze image policy string)
 inspect-elf                          (Parse and print ELF object packaging metadata)
 malloc                               (Output internal memory state of D-Bus service)
 pcrs                                                          (Show known TPM2 PCRs)
 plot                             (Output SVG graphic showing service initialization)
 security                      (Analyze security settings of specified service units)
 smbios11                         (Show SMBIOS Type #11 strings passed to the system)
 srk                                         (Read Storage Root Key from TPM2 device)
 syscall-filter        (List system calls contained in the specified system call set)
 time                                                       (Print timing statistics)
 timespan                            (Parse time span and output the normalized form)
 timestamp                           (Parse timestamp and output the normalized form)
 unit-paths                (List all directories from which unit files may be loaded)
 verify                                            (Check unit files for correctness)



systemd-analyze
systemd-analyze calendar

1 [Unit]
2 Description=...
3 [Timer]
4 OnCalendar=*-*-* *:00:30
5 Persistent=...
6 Unit=...
7 [Install]
8 ...



systemd-cat
Add entries to the journals



systemd-path
Find common (configuration) paths



systemd-run
Create a transient service

 Great for testing properties when hardening units

systemd-run --pty --property=PrivateNetwork=yes ip link



  

Useful links and resourcesUseful links and resources



systemd
 Getting more out of systemd

▪ Units
 Linux Audit: Overview of systemd units

▪ Cheat sheets
 Linux Audit: journalctl
 Linux Audit: systemctl

https://linux-audit.com/systemd/systemd-units-and-their-purpose/
https://linux-audit.com/cheat-sheets/journalctl/
https://linux-audit.com/cheat-sheets/systemctl/


systemd security tips

 Guides 🚒
▪ systemd service hardening
▪ Resolving basic issues with failed systemd service
▪ Steps to take when a service unit fails after hardening

 Unit settings (properties)
▪ Overview
▪ + Alternative description
▪ + Examples

 Ready-to-use¹ profiles
▪ Hardening profiles

¹ may need adjustments depending on your distribution and configuration

https://linux-audit.com/systemd/how-to-harden-a-systemd-service-unit/
https://linux-audit.com/systemd/settings/units/
https://linux-audit.com/systemd/troubleshooting-a-failed-systemd-unit/
https://linux-audit.com/systemd/settings/units/
https://linux-audit.com/systemd/hardening-profiles/


More slides?
See this and other speedruns:

 linuxlorem.com/speedruns/

https://linuxlorem.com/speedruns/


Suggestions?
 Contact

▪ Details: michaelboelen.com
▪ @mboelen
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